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Secure Exchanges  
 

Secure Exchanges is a SaaS that allows point-to-point encrypted email exchange without the recipient having to install 
anything. It allows you to send emails with attached files up to 2.5 GB. Not only does it allow you to send information, 
but it also allows you to receive it as well. 

Integrated in Microsoft Outlook, in Gmail via a Chrome extension or even via the online platform, Secure Exchanges 
makes it possible not to change email servers, while effectively securing your exchanges. 

Secure Exchanges also offers its customers a .net SDK in order to integrate Secure Exchanges with different platforms. 
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License purchase 
 

To buy a Secure Exchanges license, you should visit the following website:  

https://www.secure-exchanges.com/packages-secure-transfer.aspx 

Choose from our different packages the one that suits you. We recommend the advanced package to our customers. 

 

 

  

https://www.secure-exchanges.com/packages-secure-transfer.aspx
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Choose a package 
 

Click on the "add" button at the bottom of the package of your choice. Once done, your shopping cart will be displayed 

below with the quantity of licenses you wish to purchase. You can manage multiple licenses for your organization that 

are associated with different users. 

 

 

Validate your purchases 
 

Click on the « proceed with the purchase » button, a confirmation window will pop up. This will show you a summary of 

the licenses and costs associated to your choices.  

 

Then click on next 
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Enter your information 
 

Please enter your information and immediately assign a license to yourself. If you are buying a license for someone 

else, do not select any license in Assigned license. 

 

 

 

Enter your postal code, note that taxes will be applied according to it. Then accept the conditions and press next. 
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Payment information 
 

Enter your credit card information 

 

 

 

Once you complete your purchase, close your Microsoft Outlook and install the connector (check the section below). 

When the installation is done, you can open Microsoft Outlook. You would have already received an activation email. 

You should then follow the procedure as follows. 
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Login 

Connection 
 
Secure Exchanges does not require a username or a password to login. When you want to connect to the "Secure 

Exchanges" portal, you must click on "login", enter your information and you will receive a login email. 

 

If your license was purchased with an email, use the email. If it was purchased with a cell phone number, use your cell 

phone. 

Enter your information login 
 

 

 

Login email received 
 

 

Click on « Use Secure Exchanges online » and 

you will automatically be logged in. This 

connection link will no longer be valid once it 

expires or you click on the link.
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Portal management 

White label management 
 

You must be logged in. Check the section connection. 

 

By accessing Business Management, you can customize certain aspects of your Secure Exchanges account and adapt 

them to your graphic charter. 

You can, therefore, customize: 

 

- The name of your company 

- Colors of borders, text and 

buttons 

- The suggested characters of 

the passwords 

- Subdomain 

- Logo 

 

 

Note that you must be the 

Company Account 

Administrator to be able to 

make these changes. 
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Manage your emails templates 
 

Email template management allows you to customize communications with your customers for signatures and secure 

emails. 

 

As the administrator of the company’s account, you have the ability to edit the emails your customers receive when 

sending your emails securely through Secure Exchanges. 

 

For more details on the customizable aspects, we invite you to check the page Communications Management.  

https://www.secure-exchanges.com/blog/help/october-2021-update.aspx#communicationManagement
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Manage your domains 
 

In order to be able to add users to your business account, you must first make sure that you have already added your 

domain in the domains on your account. 

 

  

 

You can view our demo video online. 

Note that you are also able to have your domain approved yourself by following the detailed steps on Adding a domain 

on our blog. 

 

 

 

 

 

 

 

 

 

 

https://youtu.be/cQait___Iu4
https://www.secure-exchanges.com/blog/help/october-2021-update.aspx#addDomain
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Accounts management 

Manage your own account 
 

You must be logged in. Check the section connection. 

 
 

By logging into your account, you have the possibility to:  

Change your time zone 
 
You can define your time zone by choosing the one that corresponds to your country of residence in the drop-down list 

then clicking on "save". 
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The default time zone is UTC. 

Once the time zone has been chosen, your logs as well as notifications of the opening of your secure e-mails will be 

displayed according to your time zone. 

 

Enter your cell phone number 
 

You can register your cell phone number on your Secure Exchanges account by entering your country code on the 

Default SMS Code case (2) then your cell phone number on the case Cell Number (1) then clicking on "save". 

 

 

Manage your Secure Exchanges newsletter subscription 
 

You can also manage your newsletter subscription preferences at any time by clicking on the "Stay in touch with the 

team" button. 

 

 

 

 

 



 
  
 

 

© Secure Exchanges Inc. —Support Team— Support File — 2023-06-27 15 

 

You can choose from the two options we offer: News and updates; Maintenance and downtime. 

 

If you no longer wish to receive our communications, you can uncheck both options. 

If you want to continue to receive our communications, you can choose our updates only or our maintenance notices 

or choose both, you must, therefore, tick the appropriate boxes. 

In this way, you will stay in touch with the Secure Exchanges team and will be notified according to the nature of the 

communications you have chosen. 

Remember to click on "Save" after choosing your preferences. 

 

Activate 2FA Authentication 
 

To secure access to your online account on the Secure Exchanges portal, you have the possibility to activate the two-

factor authentication option on your account. 

To do this, you must log in to your account on our online portal. 

Make sure your cell phone number is saved in the corresponding box, then check the box “Activate 2FA authentication” 

and click on “Save” 

 

 

Once this option is activated, you will be prompted to connect to our portal using your email and an SMS code that you 

will receive when you click on the link received on the login email. 
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Users & licenses management 
 

With Secure Exchanges, you can manage the users of your business. When you purchase the licenses, you are the 

administrator of the account. 

You must be logged in to add users and manage your business. Check the connection section connection. 

 

Management options 
 

When you are logged in, you have access to the OPTIONS menu which allows you to navigate through the different 

sections 
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Add one or multiple users 
 

You must be logged in. Check the section connection. 

To add one or multiple users, go to the “user management section” 

 

 

At the bottom of the page, you can add a user or import a list. 
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List of users 
 

You must be logged in. Check the section connection. 

In the user management, you will have access to the complete list of users linked to your company. You will be able to 

manage their first and last names, transfer their licenses, activate their connectors remotely and have access to your 

users' logs. 

 

 

On this page you will have access to the complete list of users under your corporate license. 
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Edit a user 
 

You must be logged in. Check the section connection. 

To update a user’s information, click on the following icon on the row of the user you want to amend. 

 

 

On the row for the user you want to edit, click the user icon with a pencil. 
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Basic information 
 

Change the last name, first name and mobile phone to receive SMS. Note that the email address cannot be changed, 

you must delete the account and create a new one to change the email address. You will then lose all your logs. 

 

 

 

Type of user 
 

You must be logged in. Check the section connection. 

Only the super administrator (to be created when purchasing the first license), as well as the administrators, have the 

right to manage the company. You can demote an administrator to a standard user or upgrade a standard user to the 

rank of administrator.  
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Usage details 
 

You can also access usage details. 

 

 

Manage your users’ licenses 
 

You must be logged in. Check the section connection. 

 

For each user, you can assign a license previously purchased, transfer a license between two users when a user leaves 

the company and is replaced by a new one, delete a user license. 

WARNING deleting a license does not remove it from your monthly subscription, it is deleted for the selected user. To 

remove a license from the monthly subscription, see the appropriate section. 
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Assign a license to your user  
 

You must be logged in. Check the section connection 
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Withdraw a license 
 

You must be logged in. Check the section connection 

 

 

 

Transfer a license 
 

You must be logged in. Check the section connection 

 

WARNING : When you transfer a license to another user, the user who loses its license also loses all of his opening logs. 
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Send a connector activation email 
 

You must be logged in. Check the section connection 

 

The Secure Exchanges Outlook connector is easily activated by an activation email. Send your user an activation email. 
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Install Secure Exchanges on your version of Microsoft 
Outlook (2010,2013,2016 ou 365) 
 

Secure Exchanges is supported on the following Outlook versions 2010, 2013, 2016 or 365. Download it and install the 

connector located in the download page on the Secure Exchanges website at the following address : 

https://www.secure-exchanges.com/Cybersecurity-technology.aspx#download 

Note : Please close Microsoft Outlook before installing the connector so that it is fully functional 

  

https://www.secure-exchanges.com/Cybersecurity-technology.aspx#download
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How to get your license from Outlook 
 

The Secure Exchanges ribbon  
 

You already have a Secure Exchanges license, and you want to activate it in your Microsoft Outlook (2010, 2013, 2016 

or 365). 

Make sure you have already installed Secure Exchanges on your version of Microsoft Outlook. If Secure Exchanges is 

installed, you will find it directly in the Microsoft Outlook ribbon. 

 

 

When Secure Exchanges is installed and not activated on your workstation, it will display a red X in the ribbon with the 

mention inactive, as well as a message indicating that your license has not been initialized. 

 

 

Click on the “Get my license back” button  
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Type your email and the numbers in the appropriate boxes and click on "Send" 

 

 

Activation by email 
 

An activation email will be sent to your mailbox. By clicking on this email, a message will ask you if you want to activate 

your device. Click "yes". 

 

Congratulations, you have just activated your license. A green checkmark should be visible in the Secure Exchanges 

ribbon, indicating Enabled. 
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Disable Secure Exchanges 
 

If you would like to disable Secure Exchanges temporarily, you only have to click on the "Enabled" button in the Secure 

Exchanges ribbon 

 

 

Or the one in a new message 

 

 

The green checkmark will then switch to a red X 

 

 

WARNING : Once disabled, Secure Exchanges will not interact with the email, so it will be sent normally. It is 

recommended to always leave Secure Exchanges enabled. 
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ID Profile configuration 
 

On Outlook, this parameter allows a user, who uses Secure Exchanges on two different machines with the same email 

and whose license is reset at each use (due to a particular configuration at the customer), to uniquely identify each 

machine. 

This setting must be different on the two machines in question. It can be empty on one machine and have a name on 

the second. The parameter must be a character string that identifies the machine used. Ex (Workstation, home, Virtual 

machine). 

 

 

 

 

 

 

 

 



 
 
 

 

© Secure Exchanges Inc. — Support Team— Support File — 2023-06-27 30 

 
 

Send & receive confidential data 

Options 
 

When sending your message, several protection options are available to you (depending on your license). Whether you 

want to secure the "entire message" or the "attachments only" all, the options below apply.  

1. Password 

Your recipient will need to know the password to open the message. You disclosed to him orally or through 

another communication channel (Facebook Messenger, mail, text, phone, etc.) 

 

2. Automatically generated SMS code  

Your recipient will receive an SMS with a 

random 6-digit code. This will be required 

to open the email. 

 

3. Cell number  

When you choose “Automatically 

generated SMS code” you must enter the 

cell phone number that will receive the 

SMS for each recipient. If you have 

already entered the cell phone number in 

your Outlook contact, it will be filled in 

automatically. 

 

4. Opening number 
Maximum number of times the message can be 
read by your recipient before being completely 
destroyed 
 

5. Message expiry  
The time before message destruction. The first 
limit between "The number of openings" and "The 
expiration period" will lead to the total destruction 
of the email.  
 

 
 

6. Communication options 
In what language will the message received be 
written, and on which version of the portal your 
recipient will be taken.  
 

7. Send with Secure Exchanges  
Protect your email sending with Secure 
Exchanges technology and the selected options  
 

8. Send normally – (without securing)  
Regardless of the chosen options, your email will 
leave as normal (unprotected). 
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I want to protect my message and its documents 
 

When you have sent someone a message that contains confidential content, whether the content contains documents 

or not, you can use the “Protect Entire Message” feature. Write your email normally, with your files attached (if this is 

the case). Enter the confidential information you want to share with your recipient in your email. 

 

 

Make sure that Secure Exchanges is Enabled 

 

 

When you click send, a message will appear asking if you want to protect your email. Since you want to protect your 

message as well as the attachments, select "Entire message".  
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(Check the section : « Options» in order to see what all the protection options are available to you.) 

Then click on the button « Send with Secure Exchanges » 

 

Your recipient will then receive a completely hidden message from your email address, indicating that you wish to send 

him confidential information. He will have to click on the link to access it. 
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When your recipient clicks "read message", he will be able to read your message and download the attachments. A 

summary of the date of dispatch, subject, and sender will also be displayed. 
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I want to secure only my attachments 
 

You must select the « Only attachments » option which will only appear if you have attached documents to your email. 

 

 

Then click on the button « Send with Secure Exchanges » 

You recipient will then receive an email with your text and a preview of the documents attached as follows : 

 

The download slip contains useful information for your recipient. This information will be useful for compliance, as well 

as for email research afterwards. 

 

It shows the following information : 
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- The expiry date of the documents 

- The possible openings number 

- If the download link requires a password and / or an SMS code 

- The name of the files, as well as their size and their unique digital footprint (for compliance) 

- The button to download the documents 
  

I want to retrieve confidential content from someone 
 

You wish to receive confidential documents from a third party, or a credit card number. 

Write a regular email and click on one of the secure return envelope options. A button "Deposit of confidential 

documents" will then appear where your cursor was located. Send the email normally. 

BE CAREFUL NOT TO WRITE CONFIDENTIAL INFORMATION IN THIS EMAIL, AS IT WILL NOT BE PROTECTED, ONLY 

THE FEEDBACK WILL BE PROTECTED. 

Retrieval of sensitive documents or information 
 

By clicking on the link, the recipient will then be able to return the desired information to you via the confidential form. 

This form is mobile compatible, which makes it very useful for   retrieving "photocopies" of documents for people who 

do not have access to a "scanner". 
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Retrieval of credit card  
 

Your recipient can, in this case, securely enter their credit card information, add the attachments, and write a comment. 

He can also protect information with a password which he would have already given to you. 

 
 

  

Envelope Options 
 

In addition to the two envelope options mentioned above, you also have the option of using our Advanced Envelope. 

This allows you to customize certain parameters before sending your envelope. 

You can select it by clicking on the button you see below: 
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When you click Send, the following window appears on your screen: 

 

 

 

This window allows you to manage the following parameters: 

1. Remove the ability to write a message when you want to retrieve documents only. In this case, the recipient of 

your envelope will not be able to write any text there and will be obliged to return attachments only. 
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2. Restrict the type of files you wish to receive (Documents, Images, Videos). You can choose one of its options or 

directly choose the extension of the file types you want to receive. 

3. Force the user to return files to you. This option allows you to define whether the attachment of documents is 

mandatory or optional on the envelope. 

4. Select the type of envelope if it is a Text Envelope or Credit Card Envelope 

5. Secure the opening of the envelope by SMS code. 

 

You will find below the list of file extensions that you can recover, by default, if you choose to restrict the type of files to 

receive: 

- Images: .jpg, .jpe, .jpeg, .png, .bmp, .gif. 

- Documents: .doc, .docx, .xls, .xlsx, .pdf. 

- Videos: .mp4, .mp2, .mpe, .mpeg, .mpg, .avi. 

 

I want to protect responses to my secure emails and envelopes  
 

You want to increase the security of responses to your secure emails and envelopes. 

Log in to your Secure Exchanges account on the online portal and check the box “Protected returns by SMS” then click 

on “Save”. 

 

Make sure you have already entered your cell phone number in the corresponding box. 

* This option is only available for users with a Pro license. 
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Track attachments download progress 
 

When downloading large files for sending via Secure Exchanges, you can follow the progress of their download through 

the button boxed below on the Outlook Secure Exchanges ribbon: 

 

 

Control of the sending of documents to be signed 
 

 When using Secure Exchanges, make sure the following option is not checked. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This will allow you to have more control over the sending of your documents to be signed and to avoid sending them 

before defining the signature zones. 

You can check it from the settings of the Secure Exchanges ribbon. 
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If this box is not checked and you have not yet defined the signature zones and you have clicked to send the email, the 

following message will appear on your screen reminding you to define your signature areas : 
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Install Secure Exchanges signature plugin on your version of 
Microsoft Outlook (2010,2013,2016 ou 365) 
 

You can download our Secure Exchanges signature plugin for Outlook 2010, 2013, 2016 or 365 versions from our 

website: 

https://www.secure-exchanges.com/Cybersecurity-technology.aspx#download 

Note : Please close Microsoft Outlook before installing the connector so that it is fully functional 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.secure-exchanges.com/Cybersecurity-technology.aspx#download
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I want to get my documents signed with Secure Exchanges 
 

To have documents signed digitally, you can send them to the signers via Secure Exchanges. 

You can, in fact, have several documents signed by several signatories in a single sending. 

To do this, you must attach the documents to be signed by clicking on the "Signature" button: 

 

Write your email in the usual way then click on "Send". 

The following Secure Exchanges window will appear on your screen : 
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You must then click on button “Define signature zones”. 

The document to be signed will be opened on your screen and you will have to define the fields that your signatories 

must fill in (in the case of several documents, you must select each of its documents and define its own signature 

zones). 

For more details on how to define signature zones, we invite you to consult our online demo video: 

https://youtu.be/rNeH5xezrrc 

As well as the blog article which explains the different signature options that we offer as well as our multiple advantages. 

Note that you can also sign the documents yourself by checking box “I must sign the documents”. 

Once you have defined the signature zones for each document and each recipient, you must click on "Send with Secure 

Exchanges". 

Your recipients will receive the documents in turn and will be asked to complete the signatures. 

If you need to sign the documents as well, you will be the last to receive them for signature. 

As soon as you have all signed the documents, you and each of your recipients will receive the latest version of the 

signed documents. 

This latest version will contain a certificate justifying the fingerprint of each document and each signer to maintain the 

legal value of the digital signatures of your documents. 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://youtu.be/rNeH5xezrrc
https://www.secure-exchanges.com/blog/help/october-2021-update.aspx#signOptions
https://www.secure-exchanges.com/digital-signature.aspx
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I want to manage my signature templates  
 

If you need to have the same documents (eg sales contracts, membership form, etc.) signed by different signatories 

each time, you can save your signature templates in order to avoid having to trace your signature zones every time. 

To do this, you must log into your account from the Secure Exchanges portal. 

Then click on the button Options - Signature template management  

 

 

Afterwards, you must attach the desired document by clicking on "PDF file"  

 

 

Once the file has been uploaded, you must define your signature areas, save them by clicking on the add signatory icon 

framed in blue above and assign them a title. 
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You will see the following window appear, insert the title that suits you, for example "Customer" for the zones which 

must be signed by your customer and your name for the zones which you must sign yourself if this is the case then 

click on " Add " 

 

 

 

If your document needs to be signed by other signers, you need to click the add signer button again, name the signature 

area group and click add then plot the signature fields. 

Then, you must click on the “Save” button, assign a title to the signature model by Example Contract on the window that 

will appear and click again on “Save” 

 

 

 

You can also share the saved signature template with your colleagues by checking the “Share template” box. 

Don't forget to save. 
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By following these steps, the signature template is saved on your account and you can use it for all the signatures of 

your Sales Contracts, for example. 

The next time you send a sales contract, you will see the template appear in the "You can choose a template" box below 

when you click on the "Define signature zones" button: 

 

 

This would allow you to save time more time when signing your most frequently used documents. 
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Outlook settings 

Message sending options 

Send with my mail server (recommendation: enabled) 
 

The email is sent directly from your email server. The recipient will therefore receive the email from your email address. 

If this option is disabled, the email will be sent by Secure Exchanges servers, and it will come from no-reply@secure-

exchanges.com and not from your email address. 

Acknowledgment of receipt 
 

You will receive an acknowledgment by email upon opening a secure email with Secure Exchanges. 

Make the use of password mandatory 
 

You must enter a password to send an email via Secure Exchanges. 

Make the use of an SMS code mandatory 
 

You must enter an SMS code for all recipients. 

Always use Secure Exchanges 

The use of Secure Exchanges will be mandatory. You will not be able to send email normally, unless your email 

violates your license permissions.  

Do not encrypt my sent items 
 

When your email is sent with Secure Exchanges an unencrypted copy will be kept in your sent items. Attachments will 

be attached to the email if they are below 50 Mb. If the attached file exceeds 50 Mb, then the path to the attached file 

will be added in the body of the message. 

Do not keep the encrypted version 

The encrypted version of the email will then be deleted from the items sent. The unencrypted version only will be kept 

in sent items. 

 

 

 

 

mailto:no-reply@secure-exchanges.com
mailto:no-reply@secure-exchanges.com
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Secure Exchanges email reception options 
 

Automatically decrypt incoming email 
 

Lorsqu’un courriel Secure Exchanges arrive dans votre boite de réception dans le dossier « inbox », votre courriel sera 

automatiquement déchiffré s’il ne contient pas de mot de passe ou de code SMS.  

Encrypt email on closing (beta) 
 

When you open your email in a new window, you have the option at the top right, under the Secure Exchanges tab, to 

decrypt your email. Your email will then be decrypted and become clear text in your mailbox. When you close your email, 

it will be re-encrypted in your inbox. You can then decrypt it again by clicking on the decrypted button. This functionality 

is still in the “phase” of testing and could encounter anomalies. Although very stable you might encounter problems with 

encrypted emails containing large attachments. If you encounter any problems, we invite you to submit them to us by 

email at support@secure-exchanges.com 

Attachments download register. 
 

This register is where attachments will be downloaded when your email is automatically decrypted or you decrypt it 

manually.  

Automatically download attachments 
 

When you double click on an email, click on the top right “decrypted” button and your encrypted email contains 

attachments, Secure Exchanges will download them automatically. 

If possible, attach files to email (beta) 
 

When your email is decrypted automatically or manually, Secure Exchanges will try as much as possible to attach the 

attached files to the email. Elements such as the size or nature of the document could prevent it from being properly 

attached to the decrypted email. If the file cannot be attached to the email, then a link to the file on disk will be added to 

the body of the email. 

  

mailto:support@secure-exchanges.com
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Envelope options 
 
Number of openings authorized during an envelope return  
 

Defines the number of times an envelope can be used by the recipient, as well as the number of times the return 

envelope message or reply can be read. 

 

Envelope expiry time limit 
 

The time limit before the envelope is no longer valid. This value is calculated in hours. 

 

Opening options 
 

Default number of openings with SMS code or password 
 

Defines the number of default openings of the protected messages by using a password or an SMS code. 

Default number of openings 
 

Defines the number of default openings of the messages. 

 

To secure by default 
 

The message 
 

this is to secure the entire message by default. The entire message corresponds to the body of the message as well as 

its attachments. 

The attachments 
 

This is to secure attachments only by default. Protect Attachments Only means that the body of the message remains 

visible, and that only attachments are protected by Secure Exchanges. A link will then be added to the body of the 

message to let your recipient know that the email contains secure attachments to download.  



 
 
 

 

© Secure Exchanges Inc. — Support Team— Support File — 2023-06-27 50 

 
 

Languages 

 
Interface language: 
 

This allows you to put the Secure Exchanges interface in French (FR-CA) or in English (EN-CA) 

Communication 
 

When you send a Secure Exchanges message, even if your interface is in one language, you can send the messages in 

another language. This value will be the default value for communication with your recipients. This value can be changed 

at the time of sending. 

Activate Secure Exchanges 
 

If this option is not enabled, Secure Exchanges will be disabled completely. 
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Registry keys 
Secure Exchanges saves its information in the computer registry under: 

 [HKEY_CURRENT_USER\Secure-Exchanges] 

DisableByConnectionLost : Dedicated for the operation of Secure Exchanges 

GetNotify : (True | False) Enables notifications on message openings 

AlwaysSendSecure : (True | False) Always use Secure Exchanges for sending email 

AskBefore: (True | False) Enable or disable Secure Exchanges 

SetPassword: (True | False) Make password mandatory 

UILanguage: (fr-CA | en-CA) Determines the language of the UI 

DefaultNbOpenTime: (1 – 99) Determines the number of times a message is opened by default without additional 

protection 

MaximumReplyExpirationHours: (1 - 720) Number of hours before an envelope expires  

MaximumReplyOpenTime: (1 – 99) Number of times an envelope can be used, and number of times an 

envelope return is opened 

AutoDetectProxy: (True|False) automatic detection of a proxy  

Disable: (True | False) Disable Secure Exchanges 

DefaultMessageType: dword: 00000001|dword:00000001 : Message Protect by default =0 , the attachments=1 

AlreadyRegistred: Dedicated for the operation of Secure Exchanges  

AlwaysUseSMS: (True | False) Make mandatory the use of an SMS code 

EnableMailDecryption: (True|False) Make available the email decryptions button in the ribbon 

EnableSEWD: (True|False) Enable Secure Exchanges Watch Dog 

RequestProtectionWithAttachmentOnly: (True | False) Enable Secure Exchanges on emails with 

attachments only 

NbUploadsThreads: dword:0000000a Number of thread in hexa decimal ranging from 1 to 10 for uploading 

documents 
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EnableSEWDStartup: (True|False) Launch SEWD.exe when Windows starts  

SEWD: SEWD.exe : Dedicated for Secure Exchanges operations 

KeepSentItemClearText: (True|False) Keep items sent in clear text  

AutoDownloadFiles: (True|False) Automatically download attachments on message decryptions 

AutoDecrypt: (True|False) Automatically decrypt incoming Secure Exchanges emails 

EncryptEmailOnClose: (True|False) On closing a Secure Exchanges email, encrypt it again 

DirectoryDownloadPath: %userprofile%\\documents\\SecureExchanges\\ 

ActivateThesaurus: (True|False) Enable the thesaurus function by searching for a keyword forcing the activation 

of Secure Exchanges 

AttachFileToEmailIfPossible: (True|False) When an email is decrypted by Outlook, attach files less than 50 Mb 

to the email  

EnableSupportTrace: Dedicated for the operation of Secure Exchanges 

UseSystemDefaultProxy: (True|False) Default proxy use 

DeleteCryptedCopySentItemWhenSaveInClear: (True|False) Delete the encrypted version of the email 

when a clear copy is kept  

DefaultNbOpenTimeWhenSafe: dword:00000003 Defines the number of default openings when a Password 

or SMS Code is used 

LockSettingsChangByUser: (True |False) Prevents the user from changing their settings through Outlook 

PswAndSMSProtectionOperator: (and | or) allows you to activate the option to choose a password or SMS 

code when both are required (SetPassword & AlwaysUseSMS) 

NotifyUserWhenEnvelopIsRead : (True|False) Allows you to disable the notification sent to the person who 

filled the envelope when the Secure Exchanges licensee opens the email. (By default True) 

IsChatEnable : (True|False) Disables the ability to start a chat   

IsSendBySMSEnable : (True|False) Disables the ability to send an SMS or generate a link rather than sending an 

email through Outlook.  
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My recipient receives an error message: "Access denied" 
 

My recipient receives a message telling them that access is denied. 

1- Either the maximum number of readings of the message has been reached 

2- Either the expiry date of the message has been reached 

3- The SMS code or the password is invalid 
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Secure Exchanges Watch Dog 
 

Secure Exchanges Watch Dog (SEWD.exe) is a utility developed by the Secure Exchanges team to monitor connector 

deactivation in Microsoft Outlook. This one monitors the registry keys which could be modified by Microsoft Outlook to 

deactivate the connector.  

 

  

 

Since update 8.4.3.4 SEWD.exe is enabled by default. To deactivate it go to settings / SEWD and uncheck the boxes. 
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Data hosting 
 

For us, the security of your data remains our priority. We 

have chosen to host our customers' encrypted data in a 

data center whose access is controlled by a SAS, an 

identity card with chip and human validation. 

Located in Drummondville and Montreal, your data 

remains encrypted on Canadian soil and is completely 

destroyed when the first life limit is reached, either the 

number of times they are opened or the deadline. 

 

This data center benefits from the Tier 3 standard. 

 


